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Overview

n Definitions.
n Review hazOP:

� limitations of hazOP, 
� the need for chazOP and coOP, 
� phasing issues.

n Overview of chazOP.  
n Overview of coOP.
n Case study (public domain for first time): 

� outline of control system, 
� application of methodology,
� outcomes and lessons learned. 
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Definitions

n xyzOP is a family of qualitative techniques used for 
hazard analysis:

n hazOP: hazard and operability study: 
� used extensively in relation to process/plant design.

n chazOP: computer hazard and operability study: 
� applies to the hardware (and system software) of 

control systems.
n coOP: control and operability study: 

· applies to the application software of control systems.
n Details of methodology in Chapter 54 of Process 

Automation Handbook, Springer, 2007.  
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HazOP Studies

n HazOP is a well established technique to identify, in 
particular, potential hazards: 
� the method of choice and used extensively, 
� IEC 61882 is an application guide,

n HazOP is a systematic and critical examination:  
� the design is scrutinised vessel by vessel, pipe by pipe, 
� identifies potential hazards due to malfunctions or mal 

operations of individual items of equipment, 
� searches for causes and consequential effects, 
� uses a framework of guidewords, 
� guidewords and meanings given in Table 54-1.  
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Guideword Meaning Comments

No or Not The complete negation
of the intention.

No part of the intention is achieved and 
nothing else happens

More and 
Less

Quantitative increase 
or decrease.  

Refers to quantities and properties (such as 
flow rates and temperatures) as well as to 
operations (such as charge, heat, react and 
transfer) related to the intention.  

As well Qualitative increase, 
something extra.  

All the design intentions are achieved, 
together with some additional activity.  

Par t of Qualitative decrease, the 
intention is not completed.

Only some of the intensions are completed, 
others aren’ t.  

Reverse The logical opposite of 
the intension.  

The reverse of the intended action or the 
opposite of some effect occurs.  

Other  than Complete substitution. No part of the original intension is achieved.  
Something quite different happens.   
Where elsemay be more useful in
relation to position.  

Table 54-1
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Limitations of HazOP

n It should be evident that the hazOP study is:  
� process and/or plant orientated, and 
� there is no focus on the control system per se.  

n Common practices for handling control systems are to 
treat them:  
� as if they don’t exist, 
� as though they are realised by means of hardwired 

elements, 
� as black boxes that behave perfectly, 
� separately from the plant.  
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Limitations of HazOP cont’d -2

n Treat them as if they don’t exist.  
� This is simply unacceptable because the effects of 

failure have the potential to cause hazardous situations.  
n Treat them as though they were realised by means of 

hardwired elements, whether they be DCS, SCADA or 
PLC.   
� This is unsafe because it overlooks the potential for 

common mode failures of both hardware and software, 
� see Chapter 53.   
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Limitations of HazOP cont’d -3

n Treat them as black boxes, ie perfection in the control 
systems and their operation is presumed.  
This is simply ridiculous: the reality is that: 
� control systems hardware is subject to failure, and 
� there is much scope for making mistakes in the design 

and development of application software.  
n Treat them separately from the plant.  This is a pragmatic 

and valid approach because: 
� different issues have to be addressed, 
� aspects of control more complex than plant/process, 
� the expertise and time scales involved are different.   
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The Need for ChazOP and CoOP

n IEC 61508 relates to the design of protection systems.

53-23

53-24

n HR = hazard rate (mitigated), 
DR = demand rate (unmitigated): frequency of top event,
PFD = probability of failure on demand (SIL level),
C(E) = consequence,
Risk = residual risk (target = 10-4 – 10-6)

PFD x DRHR =

C(E) x HR=Risk

events/yr = events/yr x probability

deaths/yr = events/yr x deaths/event
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Need for xyzOP cont’d -2

n Compliance with IEC 61508 is, in effect, mandatory.  
n But, control systems are for controlling plant, they are not 

protection systems: 
� indeed, should be separate from protection systems.  
� support a wide variety of safety functions: 
� undoubtedly contribute to plant safety, and
� effective control reduces the demand on protection 

systems, 
n So, control systems should be outwith the scope of IEC 

61508?  
n Unfortunately not!   
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Need for xyzOP cont’d -3

n For protection system design, in determining the DR, 
all potential contributory causes must be taken into 
account.    

n Clearly a control system whose design is faulty can lead 
to an increase in DR:  
� embraces both hardware and application software.

n Can determine the impact of hardware failure, but:  
� cannot prove that control system does not increase DR, 
� at best, can demonstrate that design is as good as 

practicable.  
n ChazOP and coOP are methodologies to that end. 
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Phasing

n Ideally review of the control system should be done at the 
same time as that of the process/plant as part of a single 
integrated hazOP study.  But, in practice:  
� the design of the control system is seldom sufficiently 

complete at that stage of the design cycle.
� furthermore, the design and development of the 

application software always lags behind the design of 
the rest of the control system.  

n That suggests separate chazOP and coOP studies: 
� there are different issues to be addressed anyway.  

n As with hazOP, both prelim and full studies are required.  
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Phasing cont’d -2
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Figure 63-1

Formulate URS

Develop DFS

Design software

Design modules

Develop software

Test modules

Integrate software

Integrate system

System acceptance

Design hardware

Phasing cont’d -3
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ChaZOP Studies

n The chazOP study concentrates on the system’s 
hardware design, its I/O configuration and the system 
software.   
� note: system software can be treated as if hardware. 

n Preliminary chazOP which may well be integrated with the 
full hazOP study. 
� strategic decisions about segregation policy, system 

layout and gross failures ought to be addressed 
early in the design cycle. 

n A full chazOP study is carried out at a later stage when 
the relevant detailed design information is available. 
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ChazOP cont’d -2

n The basic methodology for ChazOP is similar to that of 
hazOP except that: 
� rather than being based on the vessels and pipes, the 

focus is on the hardware design of the control system, 
� different guidewords appropriate to chazOP used.  

n In turn, consider each I/O signal to establish whether it is 
used for any safety function: 
� any signal identified in the hazOP as being safety 

related is a candidate for chazOP, 
� these signals are normally associated with 

consequences in the hazOP.  
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ChazOP cont’d -3

n Then identify all the communications channels used by 
any such signal.   For each such channel:  
� review the functionality of the channel, 
� follow the physical route of the channel in terms of 

cabling, termination and marshalling cabinets, 
I/O cards, racks, etc.  

� note the arrangements for segregation (Chapter 51) of 
the channel and the provision for redundancy, if any.  

� apply the guidewords as appropriate.  
n Guidewords and meanings are given in Table 54-3.  

18



Table 54-3

Guideword Meaning Comments

Loss The complete or partial 
loss of a function.

The impact on the design intent of the loss of 
a function.  May apply to either power supply, 
processor capability, memory, communications 
channels or to I/O signals.  , 

Range The distortion of an I/O 
signal.  

The impact on the design intent of a signal 
either being distorted (such as due to non 
linearity or hysteresis) or going out of range.    

Mixture

Version

The combination of I/O 
channels.  

The failure pattern of inappropriate 
combinations of I/O channels in relation to 
the hardware organisation of the system.  

The potential consequences of either changes 
to the hardware platform or upgrades (new 
versions of or changes) to the system software 
on the integrity of the application software, 
either in relation to its development or to its 
subsequent support and maintenance.

Incompatibility of and/or 
changes to functionality 
of the system software.  

Secur ity The integrity of the 
system.  

The potential consequence of unauthorised 
access to the system, malicious or otherwise.  
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Reminder
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CoOP Studies

n In essence, a COOP study is used to check that: 
� the design of the application software has properly 

taken into account all conceivable and relevant human 
factors,  

� the logic is sound for the decisions being made by the 
system, 

n Unless this is done systematically, by means of COOP or 
otherwise, it is not possible to argue that the control 
system is not contributing to the demand on the protection 
system.   
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CoOP cont’d -2

n A preliminary coOP study:  
This is most appropriate at the software design stage, as 
described in Chapter 63, when strategic decisions are 
being made.  That is particularly so when there is any 
complex sequencing as, for example, with: 
� automatic start-up and shut-down, 
� batch processing involving recipes and procedures.

n For simple designs, the preliminary and full coOPs can be 
combined.  
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CoOP cont’d -3

n The full coOP study is based upon the detailed module 
designs: 
� completed prior to software development.  

n The outcomes of the coOP study are formally 
incorporated in the DFS itself:   
� feed back into software and/or module design, 
� changes required at this stage are subject to formal 

change control procedures.   
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CoOP cont’d -4

n The basic methodology for CoOP is similar to that of 
hazOP except that: 
� rather than being based on the vessels and pipes, the 

focus is on the application software design, 
� different guidewords appropriate to coOP used.  

n In turn, consider each control scheme to establish whether 
it uses and/or generates safety related signals: 
� any signal identified in the chazOP study for the 

system hardware as being safety related is a 
candidate for coOP.  

n Then ...
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COOP cont’d -5

� review the functionality of every such control scheme 
and strategy, 

� identify what software components (eg function blocks,
phases, etc) operate upon which safety related signals.  

� note the order in which the components are arranged, 
especially the criteria for initiating and ending parallel 
activities.  

� apply the guidewords as appropriate.  Particular 
attention should be paid to the role of the operator and 
the scope for inappropriate intervention.  

n Guidewords and meanings are given in Table 54-5.
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Table 54-5

Guideword Meaning Comments

Access The scope for operator 
intervention.

The impact on the design intent of an operator 
making inappropriate interventions.  Applies to 
interaction of any nature, planned or otherwise.  

Timing Frequency of recurrent 
events and/or order of 
logical events.

The potential consequences of actions (by the 
operator or otherwise) being (or not being) 
carried out before, during or after specific events, 
or being done in the wrong order.      

Structure The potential consequences of components 
(such as function blocks and phases) not being  
selected and/or configured correctly.  
Also concerns the impact on progression of the 
interfaces between components being disjointed. 

The parallelism and/or 
sequential  nature of 
control schemes and 
strategies.  

Conflict The scope for high level
interactions of an adverse 
nature.  

The potential for conflicting decisions that are 
not addressed by the previous guidewords.  
Applies in particular to outcomes from 
application package being overridden by another.    

Sooner/Later may be more useful in relation to 
absolute time: Longer/Shorter for lapsed time.   
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Summary

n There is little information in the public domain about 
chazOP and virtually nothing about coOP: 
� ChazOP is carried out within many of the larger and 

more responsible companies on an in-house basis, 
� much variety in internal company procedures and 

practices.  
n Many companies simply don’t bother with coOP and, at 

best, rely upon unstructured walkthroughs.  
n The impact of IEC 61508, and the need to demonstrate no 

contribution to the demand rate (DR), is leading to  
acceptance of the need for COOP studies, or equiv.  
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Case Study

n ChazOP and coOP applied retrospectively to control 
system upgrade: 
� author was familiar with system, 
� had access to original design information.  

n Andrew platform: offshore oil & gas: 
� 80 man platform, commissioned in 1996, 
� three new wells to supplement production in 2001, 
� plus manifolds, feedpipes and risers, gas lift, 
� choke and diverter valves, 
� extension to hydraulic power unit, 
� tie ins to drains, flares & other services/utilities.  
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Control System 

n Original system: 
� DCS for control & monitoring, 

dual processor with hot back up configuration. 
� ESD for emergency shut down, 

fully redundant with 2oo2 voting.  
� F&G for fire & gas detection, 

fully redundant with 1oo2 voting.
� PCS (process control system) provides common MMI 

for the DCS, ESD & F&G systems, 
database mang’t, displays, alarm handling, 
redundant servers.    
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Scope of Upgrade

n Upgrade affected DCS, ESD and PCS: 
� no impact on F&G, 
� ESD outside scope of study.

n Additional 90 I/O signals.  
n Hardware:  

� new I/O cards: AIN, AOT, DIN & DOT, 
� additional coms cards, racks, power supply, etc.  
� wiring, cabling, etc.  

n Software: 
� substantive revisions of s/w for DCS, ESD and PCS.   
� both configurable and procedural.   
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Design Process

n Design process for upgrade was conventional: 
� URS followed by vendor selection and DFS, 
� vendor’s  quality procedures TickIT approved, 
� testing: FAT and SAT.  

n Completed in accordance with API standards, UK North 
Sea legislation, BP’s internal design codes & practices.  

n Preliminary hazID and detailed hazOP at design freeze 
stage. 
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Design Process cont’d -2

n Key issues in design process that subsequently became 
apparent:  
� time lag between process design & system design, 
� lack of recognition of control system failure modes

within hazOP,  
� no client mandated risk management system, 
� reliance on vendor for risk identification and mitigation 

procedure.  
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Trial of ChazOP and CoOP

n Author familiar with platform, process and control system,
� not actively involved in design so no preconceived 

ideas of outcome.  
n Author had 15 yrs relevant C&I experience in oil & gas.  
n Author did review alone although team approach 

advocated for both chazOP and coOP, but mitigated by 
review of output tables by: 
� independent instrument/electrical engr.  
� application engineer who worked on the original project, 
� process engineer familiar with Andrew facilities & basis 

of design.  
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Trial cont’d -2

n The trial consisted of the following stages:  
� collection & familiarisation with base documentation, 
� identification of scope, 
� completion of chazOP process, 
� completion of coOP process.  

n The outcomes of both the chazOP and coOP studies were 
recorded in common tabular format with nine columns: 
� columns for item no, guideword, deviation, possible 

causes, consequences, safeguards, comments, action 
required, actionee.    
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Case Study Analysis

n Study completed on a part-time basis.  Excluding data 
gathering, took some 50 hours effort.  

n Review analysis by three independent engineers was 4-6 
hours per individual.  

n System being reviewed decomposed into: 
� chazOP: 23 nodes, resulting in 43 actions.  
� coOP: 20 nodes, resulting in 44 actions.  

n This is a significant no of nodes and actions for a system 
nominally consisting of only 90 I/O signals.  
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Case Study Analysis cont’d -2

n Following data has been abstracted from the studies:  
� distribution of nodes by study type, 
� number of resultant actions, 
� applicability of guideword, 
� percentage of actions generated by each guideword, 
� distribution of actions by study type, 
� breakdown of actionees, 
� distribution of actions by project lifecycle phase.  

n See Table 7.5
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Results

37
42

42

Metr ic hazOP chazOP coOP

No of nodes 7 23 20

Total no of actions 20 43 44

Applicability 
of guideword

n/a
loss
range
mixture
version
security

loss
range
mixture
version
security

% of actions 
generated by 
guideword

n/a

96%
83%
83%
91%
13%

30%
21%
30%
16%
3%

access
timing
structure
conflict

access
timing
structure
conflict

95%
80%
65%
30%

39%
18%
25%
18%
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Results cont’d -2

38

Metr ic hazOP chazOP coOP

Hazard/operability Hazard 75%

Actionee
n/a Inst engr

Project engr
Supplier

Affected project area

39%
33%
28%

Others

32%
25%
39%
4%

Operab’y 25%

Hazard 19%

Operability 81%

Hazard 11%

Operability 89%

Inst engr
Project engr
Supplier

Specific’ &  testing

Detailed design
Const’n &  commis’g
Ops &  maintenance

40%

25%
0%
35%

53%

33%
7%
7%

25%

61%
0%
14%



���� ���� ���� ����

Outcomes

n The chazOP and coOP methodologies exposed a 
significant number of issues & follow up actions, of which:  
� nearly 15% of issues were not identified in the original 

design and commissioning and were lying dormant.  
� a further 14% were only identified during FAT & SAT.  
� the majority were largely of an operational nature 

rather than hazardous: very different to hazOP.  
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Outcomes cont’d -2

n Time taken to carry out study was not trivial: 
� approx 50 hours
� sizeable investment if team of 5-6 persons.  

n But not disproportionate to, say hazOP, whilst covering 
wide ranging scope.   

n Costs would be recovered through: 
� more efficient testing and commissioning, 
� system up-time greater when plant goes operational.  

n Methodology is very scalable: 
� time taken is not proportionate to the no of I/O due to 

focus on interfaces and analysis of typicals.  
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Outcomes cont’d -3

n An experienced team should be able to complete both 
studies on a highly automated, moderately complex plant 
of 10,000 I/O in 2-3 weeks.   

n chazOP and coOP are both qualitative, so hugely 
dependant upon experience and initiative of the study 
team: 
� strong, experienced chair vital to ensuring study done 

methodically and team fully engaged.  
n Methodologies are non domain specific.  Combined with 

similarity in style to hazOP should increase likelihood of 
acceptance and growth in use.   
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Lessons Learned

n The trial was completed and considered beneficial. 
� the methodology was successfully executed and a 

large no of potential issues identified.  
� various recommendations related to efficiency and 

practicality of the approach.  
n Guidewords: 

� these were proven to be effective: open and probing, 
� lent themselves to applications across all aspects of 

the system.  
� security guideword was not proven due to limits of 

scope of the study: no external interfaces.  
� maybe include direction as exemplar for mixture.
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Lessons cont’d -2

n Supporting checklist:
� author struggled for inspiration to use the guidewords 

to identify deviations in some situations.  
� study done alone and lacked stimulus from team 

approach, 
� proposed checklist to inspire.  

n Documentation:
� detailed documentation covering the scope of the 

system is key.  
� effort involved in gathering it not insignificant, 
� more readily available if studies done at correct part of 

cycle rather than retrospectively.
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Lessons cont’d -3

n Reporting:
� full reporting of chazOP /coOP studies is 

recommended, 
� gives confidence that that certain deviations were 

considered during design
� explicitly records where no action was justified, 
� benefits seen to justify the extra time and effort. 

n Team composition:
� instrument engineer is key individual for providing 

continuity between hazOP & chazOP/coOP studies.    
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Lessons cont’d -4

n Phasing 
� hazOP done when level of detail on P&IDs permits, 
� prelim chazOP at the end of full hazOP, otherwise 

when URS is available & system architecture is known.
� full chazOP when detailed hardware design done, ie 

hardware design freeze and I/O allocation is complete.  
� coOP upon completion of software typicals and 

software design freeze, 
� prior to development of s/w modules & database.  
� note, for this study, prelim & full COOP combined.  
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Lessons cont’d -5

n Integration of studies, linkages: 
� actions carried downstream from one study to the 

next to be clearly identified, 
� named individuals to ‘own’ and follow issues 

downstream, 
� potential to identify issue that wasn’t identified in 

upstream study: eg failure mode that wasn’t conceived 
feasible upstream.  
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Lessons cont’d -6

n Methodology: 
� define scope clearly, esp technical boundaries, 
� identify all interface points (h/w & s/w) as these are 

highest risk areas for specification issues and 
implementation errors,  

� identify all instances of h/w and s/w typicals.  
These are the building blocks and need full analysis.  

� identify all system level configurables (h/w & s/w) and 
analyse suitability. 

� decide on granularity of signals: rack, card, channel?   
� quantify no of non-typicals to be analysed & hence the 

time & effort required.
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